How to enable 2-Step Verification on your CGIAR - CGXchange GSuite account

Last updated: Feb 2018

When you enable 2-Step Verification (also known as two-factor authentication), you are adding an
extra layer of security to your CGXchange account. This is highly recommended because CGXchange
is no longer connected to CGIAR’s authentication system, so the password is managed by you.

When you enable 2-Step Verification, you sign in with something you know (your password) and
something you receive at the login time (a code sent to your phone). This 2-Step Verification setup
will make it much more difficult for hackers to access your account, in case your password is stolen.

Here are the steps to set this up:

1. Login to your CGXchange Google Account.

2. Gotothe 2-Step Verification page -> Select Get started:

& 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign in fo your Google Account, you'll need your passward and a verification code.
Learn more

Add an extra layer of security
Enter your password and a unigue verification code that's
sent to your phone

Keep the bad guys out

. Even if someone else gets your password, it won't be
enough to sign in to your account

GET STARTED

Write your phone number and choose how you want to receive the codes:


http://www.cgxchange.org/home/sign-in
https://myaccount.google.com/signinoptions/two-step-verification/enroll-welcome

2-Step Verification

Let's set up your phone

What phone number do you want to use?

N - 430327 57250

Gaogle will only use this number for account security.

Don't use a Google Voice number.
Message and data rates may apply.

How do you want to get codes?

(@ Textmessage () Phonecall

Google will send you an initial code or call your phone number. Write the code received via SMS if
that option was selected:

Confirm that it works ’b

Google just sent a text message with a verification code to 327 572 6950.

Enter the code

732672

Didn't get it? Resend

BACK Step2of 3 NEXT




& 2-Step Verification

It worked! Turn on 2-Step Verification?

Mow that you've seen how it works, do you want to turn on 2-Step Verification for your Google
Account t_m@chchange.org‘?

Step 3 of 3 TURN ON

& 2-Step Verification

2-Step Verification is ON since Feb 27, 2018 m

Your second step
After entering your password, you'll be asked for a second verification step. Learn more

Tired of typing verification codes?
ADD GOOGLE PROMPT

Get a Goeogle prompt on your phone and just tap Yes to sign in.

! Voice or text message (Default) @

327 57& Verified (a

Werification codes are sent by text message.




Your second step

After entering your password, you'll be asked for a second verification step. Learn more

Tired of typing verification codes?
ADD GOOGLE PROMPT

Add Google prompt i

Get a Google prompt on your phone and just tap Yes to sign in.

Setup Google Prompt:

Get a Google prompt to sign in

Instead of typing verification codes, get a prompt on your phone and just
tap Yes to sign in %

CANCEL  GET STARTED

Or Setup Authenticator — go to Google Play — search for Google Authenticator and install the tool.
Then open it:

Set up Authenticator

Enter the 6-digit code you see in the app.

Enter code

547022

CANCEL VE%Y



Get codes from the Authenticator app

Instead @waiting for text messages, get verification codes for free

from the Authenticator app. It works even if your phone is offline.

What kind of phone do you have?

® Android
Q) iPhone

CANCEL NEXT

73

Once you have setup the 2-Step Verification, you will receive an email like this one confirming your
setup. The email also suggests a few other steps to add another backup phone number just in case or
invites you to have some backup codes in case you are traveling and don’t have your phone at hand:

TUE 272172016 319 FIV

N Google <no-reply@accounts.google.com>
2-Step Verification turned on

SN Ecgxchange.org
Click here to dci\\;nload pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

[ maprek =l

2-Step Verification turned on
Hi Tania,

Congratulations on enabling 2-Step Verification for your Google Account caxchange.org!
We have a couple of suggestions to make sure you can always access your account.

Set up a backup phone
If your primary phone is ever unavailable when you need a code, Google can send one to a backup,
like your home or work phone or even a family member's phone. To set one up,

1. Go to your 2-Step Verification settings page.
2. Click on Add a phone number in the Backup phones section.

Get backup codes

If you don't have access to your primary or backup phones - such as when you're traveling - you can
sign in with a backup code. You can keep them in your wallet or save them as a file on your
computer. To get your backup codes,

1. Go to your 2-Step Verification settings page.
2. Click on Show/Generate codes.

Full instructions from Google can be found here:

https://support.google.com/accounts/answer/185839?visit id=1-636548992074569229-
1241468648&rd=1



https://support.google.com/accounts/answer/185839?visit_id=1-636548992074569229-1241468648&rd=1
https://support.google.com/accounts/answer/185839?visit_id=1-636548992074569229-1241468648&rd=1

